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Abstract: The development of cloud storage technology achieves resource sharing, which reduces users data
management overhead. Searchable encryption technology protects users' privacy and supports ciphertext
retrieval, making it easy for users to find encrypted data in the cloud. Although existing public key searchable
encryption schemes support authentication, the denial property is not implemented. To better protect the
sender's identity privacy, we propose an Identity-based Public Key keyword Searchable Encryption scheme with
denial authentication(IDAPKSE). In the proposed scheme, the sender uploads the ciphertext and has the
ability to deny that he or she uploaded the ciphertext to the cloud server. At the same time, the receiver can
confirm the origin of the ciphertext, however, even with the cooperation of a third party, the receiver cannot
prove the facts in his/her possession to the third party. Under the random oracle model, based on the Bilinear
Diffie-Hellman(BDH) and Decisional Bilinear Diffie-Hellman(DBDH) assumptions, the proposed scheme satisfies
unforgeability of the ciphertexts, and indistinguishability of ciphertexts and trapdoors.
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W FI = R 25 AR Sk, RGN EIFTR .

(1) %4 3 KH 0 (Key Generation Center,
KGC): KGCH: % # 4i Z Hparams Fl £ % s, If
NRIEFE . BE = RS AR R BISK .
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(3) REFHRINIEMEFEFL: KiZEWMAS
Hparams , K Fw, KIEF H HIDsFIFLHSKs
= R 55 A8 1 A FHPKe . B0 1) B 43 1D A1 2 1
PKyp, i&[AI%CCH AL F 2 K554

(4) Bl 1RGNS HAlCE M R Gi2 Hparams,
K Fw, RiH G HIDsFIHEICE S IDr, Hith
a1 Tw.
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17 DL #RAE:

o $E X WID: 581k FE AN & 4 A [H], B
IDi # IDsHIDi # IDg, BizfT % I AR 3|
RIEHERHSKs, B1T R F I AR N % Bk
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