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[ Abstract] This paper proposes a communication scheme that ensures physical layer security based on Cognitive Radio
Network (CRN) , which is designed for Wireless Communication Networks (WSN) assisted by cooperative relay and
Unmanned Aerial Vehicle (UAV).In order to reduce the decoding ability of the eavesdropper, the scheme employs
Secondary Transmitter(ST) to coordinate with the Decode and Forward(DF) relay to send confidential messages to the
destination receiver, while UAV serve as mobile jammers to transmit interference noise.On the premise of not affecting
the primary user communication, the flight trajectories and transmit power of UAV are jointly optimized to improve the
average security rate of the system.At the same time, the algorithm based on continuous convex approximation is used to
solve the problem of maximum secrecy rate of approximate convex programming.The simulation results show that the
proposed scheme can achieve higher system security than the traditional schemes based on power optimization or
trajectory optimization.
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Fig.1 UAV-assisted security communication system

¥ ST .SR PR .R.Eve 7F = 4 %5 ] /(1 {37 & 4331
7R H (x5 75 0) (xeg Vs 0) (¥ 7 0) (0, 0,0) Al
(Xorwr s 0)o B UAV WA 72 MOG34 51
e AL E g, HAE 28 W AT I TN DUTE 2
JE HAEHLTE FAF®AT . K UAV (1 AT I (8] 785 HE
S N A S5 ] B 0 B, BN R 5, = /N RRIIE
UAV 765 B BN 7 B 1 I DU AR 1 e 88 R 08 /N )
A B qoiFﬂqF%Fﬁﬁ%']ﬁ(xo,yo,H)?FD(xF,yF,H)o
Wi B A5 Ak AR E LN [ ]2 (x[n].y[n].H).neN2
{12, N}, Ak 80 5 85 82 T LSRE 6 UAV T+ B AR i
EHIREFE. UAVIl 2 LT sl PR -

||q[n+1]—q[n]||2SLfmx,nzl,Zm,N—l

lql1]-gl0]| <2, vn

q[N]=q: (D
Hod L =V,.0,, Voo 32 UAV W K RATEEJE L,
S UAV 75 BB BN ©AT A9 fe ROKFIE S o X F
X HAEIE , T UAV AT A i 5 2 18] A9 1% 4
SR DUEARL A B2 1], 2 UAV JCE 7E [ = B
JF H LoSHER T F 11, R H i 25 8] B 42 451 FE 5
R, Horh UAV M i {5 38 1 LoS ff g 45 . fEA 0,
UAV 2 Jir A #1875 £ (R SR PR, Eve) [ {5 i T %
14 25 1 (urs 8us» Quer Gue ) T/ , 18 I i n Ak 17 1 3l
W4 35 0 0% gu, =podii[n].ic {R,SR.PR,Eve}.ne N,

http://www.cnki.net



#4178 Hol

LR B m 2R, B A5 AR i ] JC N ALSH B A AR O L L R 2% 42 4 TEAAE - 205

Horbp, RARSHIEE N d =1 m I (141518 D1 5409 15

dUi[n]:\/(xi—x[n])z+(y,.—y[ n])z+H2 ,ie {R, SR, PR, Eve}
SEAE BB 0 Ab UAV 5 1l T 45 5 22 (6] 0 BE B8 o M i {5
1 BE AL B I ST A Rayleigh B W, b, =
pod;"w,.k € {SR,RP,RS,RE}, H o1, y, %7 B 42 HUAE
TEEL, o A8 B A B B S E BEAL A 1 . DI RAGE
W25 M STE| R AR 2| PR SR \Eve 435 H Ay igp Jigs
Ml he 8,000 ps[n ] P [ n]F1 py[n] 53 91275 ST.R
I UAV FEH B n b 095 5 R R TR, XTI RY
WLRE p <ps™.p <pi™Flp <pi™, FHIEp
FNGE(E D) 2 py= TR AR

Nn:l
R _
ﬁgpu[nkpue%pu[nkpﬁ‘“ (2)

e fl 3 SRR DE )7 . RS B e s
ST S B A B I o 7 T
PR 48 UFE , ST RN FI 7 24 3 2 1 e 47 1136 65 6 , 7
A7 LG A B R BORC A B 5 46 24 By
HEAT -

(45 1A BE BT ST % 36 B8 15 B f B
x(E{x}=1) 3m Bl DR AT ST R 3%

AR R IIE R BEWS IE B M 45, OF H A 758 14 ik
B e Dy ik At Y R AT REAE 55 2 A B PR A A
B o RSO R 25 ST A A 5985 5, I LA
P AER R A EIN A . WAL, 8 T3 50 A
FE ST IR B K S DR M . Kb, 7255 1B B,
R 145 5 =0 (3) Frs , ST 3 R (14 5 i 2 [1)
415 B AL e R a0 X (4) B

Ve =+/Ps by x+n, + 1y, (3
h
r =1b 14 Dol (4)
nn + 1y

TEEf 2N BE , PR SR il Eve Ab 3205 19 15 5 43 31l
TN

Vo =/ Pr hy X+ 1o + 1y (5
Vo =/ Pr My X+ gy + Ny (6)
Ve =/ Pr haX+ 0y, +ny D

R Fil PR SR \Eve B [ 2 [8] {4 i 5 14 S 38 3R 43 3i1)
RN

h
ry=1b| 14 2220 ) (8)
Npg + 1yp
h
r3=1b(1+ f”sz) (9
Mg +Tys

(C)1994-2022 China Academic Journal Electronic Publishing House. All rights reserved.

Prhse

2 2
n]:'ve + nUE

r4=lb(l+ 10

Phh,~h, 375 ST ¥ R F1 R ¥ PR SR .Eve 1Y {5 18
BaiE K. n,xe {R,PR, SR, Eve} 73 il ¢ 7 452 Ui Bl 4b
(%) J 2 1 75 HL on, ~ CN(0,6%), ny,.j € {R.P,S,E} Hy
UAV 3% 10 FHRIE 155, W7E R (100, A, = | b, |
hRP = hz 27hRS = ’hz ‘27hRE = h4 20 lﬁ]ﬁﬂ',u azi%iiﬂ?
A LAY i 8y 3 M2 7~ (Additive White Gaussian
Noise, AWGN) Ifj %

fEDF %% ,ST>R— SREEREHIST—>R —> Eve
[ 18 S 2 3 SR A 1 TR A

o - + palndhs
Rs_mln(r], 7’3)—E{lb(1 pU[n]guR[n]+o'z)}
(1D

pR[n]hRE
Ib[ 1+
( pU[n]gUE[n]+02)}
(12>
[ #, ST — R — PRE&E B 1Y P s R RIR N

pR[n]hRP
Ib| 1+
( pu[n]gup[n]+‘72)}
(13
R, R R G e A BB b Y7 34 4 % R ]
PLE SCH
Rt SRR L)) (14)

/H\EP,[xTémax{O,x}o T 14) s B br ek 5
F4 B A SR RT3 78 S5 I ik S 0 202 I B B0, R G A s
T 1B,
2 [E) R IR
2.1 AL E A IE

ASCH B B A5 2 i K M4 = CRN R4
(14 S 2 4 2 2% ) I 5 200 A2 PROAYF- 38 3 1l R 24
FOM & Gt DR 2o, il Bk A Ak UAV AT HLIE ¢
MR p e {plnlpuln]pln] WAL
(1) - 25 {2 %85 23 () AT 3% 3R Oy () f8E 1

max R, (15

p.q

s.t. 30D, (2 (16>
1
v Z(Elpnlhoteplnlialnl)<e an

AR E IR, T BT p Mg IE MR
b7 0650, BRI I S0 1475 0 LA e e Ay f7 A i S, 4
S AE AR R R R R, b R n IR [ n]
SR E AT R R AR o k8 IR B 1 B T

R, :min(rl, r4):E

R, :min(rl, rz): E

http://www.cnki.net



206 D2 R N ] A B -

202146 H 15 H

AT 3 Ao A
N, WA

e, xR (15) Fak (17) B s 1 {5 18 9
Jensen AN %5 30 kL AT In(1+ ) A
FIR[n )BT 5.

rodﬁépu[n]'*'l
Hrb,r 2 p,/o ko RBRPLHE . T BRE In(1+x)
HA MM, LR [ n ] LA K

dii Pr
R.[n]<R![n]=1b 1+r°—p[n] (19)
rodﬁlzspu[n]‘*'l

KOV PR L G T LIS O -

72(/00 RPpR +Podu§l7u["])<5 (20)
Hrh 7E{pR[n]hRP}:p0dl;l§pR[n]C

2 (18)~3X (20) AT 45 21 ] 5 2.

nggxze;céllvﬁ[ze;[n]_zeg[n]] 2D

Yrodgd ps
Rs[n]zR;[n]=1b(1+ erp["]) (18)

s.t. 201, X (2), 200 (22)

JEAE ) 2 B ) 1 B gy T AR B BT p Al g
T, 1 ) AT AR S D P A AR XA 2 e I A o
I AR SR A — i3 F 1A J7 Ik 19 e R AR Bk 15 5
FOR AR
22 ETFOERENSHEEE

ARSI FHAR S 2% 5 14 TA 5 520 SR i 1) R 2, 1% )
AT LSRN AL S AN Bz 9 1) 52 3., phy 1 4 s LR 5
B

max RE = fZ(rs n]-r ) (23)
s.t. (1D, (2), K20 24)
Ri[n]=rg[n] (25)
Ri[n]<r.[n] (26)

Seb 2 {rIndor[nl} RARSIAR R, B4,
K (23) ron HbR REBCR PR 0. I, 5 A B
(25) . F(26) FI=(20) FRAEM PELT R A, BAR QT
DBl BT zo [ n] e[ n] 4L (25)
KR (25) S Ny
Rg[n]zlb(l+ts[n])2rs[n] 27
erydgl ps[n]
>t n
rozs[n]flpu[n]+l
(xR—x[n])2+(yR—y[n])z+H2>zR[n] (29
2 (25) s I 20 s 254 X (27)~5K(29) A AH
0 B S5 A D 1 (1 [ ) 80— B 302 AL 3 10
25 FE AR IL S i UGB AR ¢ [ n ] A AL A (B

(28)

(C)1994-2022 China Academic Journal Electronic Publishing House. All rights reserved.

RY[n12a (0 Ln])= (0 [n]) === ri[n] GO

1
l‘s[n]
a(téi)[n])élb(téi)[n]-l-l)ﬂb . tféi)[”]

Ol n1
Or,1)°
(t‘)[ ]) t(<t>[[]1)1

X (28) mE KX (31), I A ZE L xy<

0 0
%yx fy%mme%m%ﬁGU&%%ﬁ
2o 0
X (32),
ts[n](yopu[ ]+Zs[ ])<e Yo SRpS[ ]Zs[n]
(&)
1 t'[n] 2
5 )’op(u[ ]+ZS)[n](VoPu[n]+zs[n]) +
1 yeplnl+z [n]tz[ R
2 0
o od;{ 2
=2 (pyn]-z ) <
eivyids}f(ps[n]+zs[n])2 (32)

XF T2 (29) B B M 29 AR f % AR
Fege o 2 (33) ,iZ R E R (29) 16 (x[n].0"[n]) 4
BF T B9 — Bz ol r RUA Y, 5X0(30) (20 (32) A
2 (33) 2 M R AU Y ORI Z 1 29 o 55 1

(xk—x(i)[n])z+2(x(i>[n]—xR)(x[n]—x(i)[n])+

(5 =27[n]) +2(:0[n]-2) (P[n]-30[n])+

H>>z,[n] (33)

D)5 AR z [n] e [n] A v[n], KX (26) %

Hram .
RY[n]<tb(1+2.[n]) <re[n] (34)
rodr;ng[n]<
7‘}[”%—1 <t [n] (35
ropu[”]
v[n] (36)
zg[n]

(xe =x[n]) + (v —y[n]) +H? <z[n]  GD

1R (34)~3K (37) P, B 2 (37) AM i BT A7 243K

SRR AR . T o (14 2 [n]) R — A 1 5

B, TRt (34) R AE M 2 o S il LA (L35 0 -
Ib(e)lt; —t() n

RV[n]21b(1+ 6" [n])+ ()(1+[t ][ ] [ ])s

reln] (38)

http://www.cnki.net



#4178 Hol

WL B 2R, B, A Ak R ] JC LA B R IA R TO L R 4% il E - 207

5 (32) ML, 2 (35) Frm o 5 32 s Hy
POl (W n k)
+
(v[n]-kl)

%m( piln]
2\ 0Ll ()
t[n]

AR EKIE AT E— 0 .
Yodre

2(wu

<

(39)
Hop (v[n]+1) fe s U (2v[n]-v[n]+1)>0 I
E@Tﬁ%(vm[n]+1)(2v[n]—v(i)[n]+l)o
W B, 20 (36) s AW A& £ R H
1(z0[n] , W[n]
e
3) BB A bz, [ n ] KR 0)EH LR N -
1
v 2

neN

ZE[n])éyopU[n] (40)

podr;ng[n]"'p()pU[n] <¢ (41)
Zp[n]

(xp—x[n])z-l-(yl,—y[n])z+Hz>zp[n] (42)
M3, X AD PR R FM T ES R

1
3ot L1+

po|  piln] pUn]
2LMM$M+MML$M]“ Y
e, A (42) 7R A9 2544 T DL AL h
(x,, —x(")[n])2 +2(x<[)[n]—xp)(x[n]—x(i)[n])+
(v —2Ln]) +2(5[n]-32) (W[ ] =L n])+
H*>z,[n] (44>
gk b raR i A vkl A T 1A W RE DLk
Ry 77 oK T 34Tl 45 B 0] 5 4

1
L A~ _
Jmax R = NgN[rs[n] re[n]] (45)
s.t. (D, X2, XG0, X2, X33),L0GD,
R(38),(39),:(40),(43), K (44) (46)

13 NI s I E B A N [ D A S T Sy )
WSk
3 MESHEERSH

AT G T L ROBUE 5 Rl i i Eve [X SR 4%
T RORUEW] UAV i ] T4 M 7 i) A7 Rk . #f ST SR,
Eve PR I R ) = 4k A2 #5735 52 (~100,-200,0).,
(300,0,0).(150,250,0).(0,250,0) #1(0,0,0). UAV 7£
100 m 1 /&5 J& & AT, 2 & M (- 100,200,100) €17 5
(500,200, 100) 4b . FHAth 45 1L 2 % B W03 1w o

(C)1994-2022 China Academic Journal Electronic Publishing House. All rights reserved.

x1 FESHERE

Table 1 Simulation parameters setting

ST WK H) % pg™/dBm 40
RIUGEAH ) % pre*/dBm 40
UAV W T 5% p*/dBm 4
ST F-#3) %‘i;S/dBm 20
R‘T‘ﬂ‘]m’?;[(/dBm 20
UAV -3 % p /dBm 2
UAV fe R v, /(me-s™) 10
UAV ©AT = H/m 100
i B K N/s 500
HE AR BFEFE B o 3
R YiH 5i/MHz 10
27 WAk B {5 18 D) %% 45 p/dB 10

T=500 s B A SC 7 st i 2 B, il LR
R R AE AR T 2 O o 32 34 St R PR B e R A itk
Gh 5 HAMOEA T ZAHE 1% R R 29 8 kak AR B ]
IR B AR R A O SiGH FE pe , 1 103 2 4% B AR
2.2
2.1
5 2.0
g
=
B 1.8

AR
B2 7T=500sHAXARHEHRER

Fig.2 Average secrecy rate of the proposed scheme when 7=500 s
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Fig.3 Average secrecy rate comparison of different schemes
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